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CLAIMS 

1. An assembly comprisij^: 

a device constructed in a form factor of a PCMCIA card, the device having 
an interface to communicate wjfh a storage card and memory to store user data; 
and 

a removable storage/card associated with a user that alternately enables 
access to the user data on/the memory when interfaced with the device interface 
and disables access to th/user data when removed from the device. 

2. An assdinbly as recited in claim 1, wherein the storage card 
comprises a smart raird. 

3. An Assembly as recited in claim 1, wherein the memory comprises 
flash memory. 

4. Aii assembly as recited in claim 1, wherein the device stores a user's 
profile that£an be used to configure a computer. 

5. / An assembly as recited in claim 1 , wherein the storage card stores a 
passcodje and access to the user data in the memory of the device is enabled upon 
authemication of a user-supplied passcode to the passcode stored on the storage 
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6. An assembly as recited in claim 1, wherein the device stores a public 
key and the storage card stores a corresponding private key aiad access to the user 
data in the memory of the device is enabled upon verification that the public key 
and the private key are associated. 



7. A profile carrier comprising: 
a storage card to store a passcode associated with a user; 
a PCMCIA device constructed in a form factor of a PCMCIA card, the 
PCMCIA device having an interfile t^ communicate with the storage card and a 
memory to store a profile of the jdser; at ' 

wherein the assembly permits/access to the user profile in the memory of 
the PCMCIA device upon aifth^ntic^tW^^tfie user at the storage card via 
passcode verification. 



8. A profile carrier as recited in claim 7, wherein the storage card 
comprises a smart card. 

9. A profile carrier as recited in claim 7, wherein the memory comprises 
flash memory. 



10. A profile carrier as recited in claim 7, wherein the PCMCIA device 
also stores data files. 
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11. A profile carrier as recited in claim 7, wherein the PCMCIA device 
stores a public key and the storage card stores a corresponding private key, and the 
assembly permits access to the user profile in the memory of/the PCMCIA device 
upon verification that the public key and the private key arc associated. 



12. An assembly comprising: 
a smart card to store a passcode and a private key from a private/public key 



pair; 



a PCMCIA device constructed in a form factor of a PCMCIA card, the 

/ 

PCMCIA device having an interface to communicate with the smart card and flash 
memory to store user data and a public key from the private/public key pair; 

the smart card being/6o^figured to permit use of the private key following 

/ / 

stored passcode; 

;onfigured/to authenticate the public key stored 

the private key; and 

ing configured to permit access to the user data 



validation of a user-enter* 
the smart card bei: 

on the memory of the PC 
the PCMCIA devi^ 




stored on the memory upon successful authentication of the public key at the smart 
card. 



13. Ai/ assembly as recited in claim 12, wherein the PCMCIA device 
also stores a u^er profile for use in configuring a computer. 

14/ A device comprising: 
card reader constructed in a form factor of a PCMCIA card, the card 
readef being configured to read information from a storage card; 



Lec & Hayes, PLLC 



18 



MS* 115393 0324991120 MS1-254US.PA T.APP.DOC 



1 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 



data memory resident in the card reader to store user data; and 

a controller resident in the card reader to enable access to the user data in 

the data memory in response to the card reader receiving access enabling 

information from a storage card. 

15. A device as recited in claim 14, wherein the data memory comprises 
flash memory. 

16. A device as recited in claim 14, wherein the data memory stores a 
user profile for use in configuring a computer. 



17. An assembly /cor 



smg: 



the device as recited 
a storage card that 
removed from the card readi 



in clairn 14: and 



aiybelafteTflately interfaced with the card reader and 



18. A computer system, comprising: 
a computer haying a PCMCIA device reader; and 

the assembly as recited in claim 17, wherein the assembly is interfaced with 
the computer via the PCMCIA device reader so that the computer can access the 
user data on th6 device. 



19. / A PCMCIA smart card reader comprising flash memory. 
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20. An assembly, comprising: 

the PCMCIA smart card reader as recited in claim 19; and 
a smart card that can be alternately interfaced with the smart card reader 
and removed from the smart/carii reader. 



21. A computer system, comprising: 

a computer having a PCMCIA device reader; and 

the assembly as recited in claim 20, wherein the assembly is interfaced with 
the computer via the PCMCIA device reader. 



22. A computer system, comprising 
a computer having a PCMCIA devicefreader; and 
a smart card secured memory assembly having a form factor of a PCMCIA 
card to compatibly interface with the PCMCIA device reader in the computer, the 
smart card secured memory assemblwhaving data memory to store user data and a 
removable smart card that alternately enables access to the user data when present 
and disables access to the user data when removed. 



23. A computeiysystem as recited in claim 22, wherein the data memory 
comprises flash memodf 



24. A computer system as recited in claim 22, wherein the smart card 
stores a passcpde and is configured to authenticate a user-supplied passcode 
entered into/he computer as a condition for enabling access to the user data. 
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^ 25. A computer system as recited in claim 22,\yiferein: 
the smart card stores a first key; 

the data memory stores a second key JJ*£it is associated with the first key; 
and / 

the smart card is configured m authenticate the second key from the data 
memory using the first key as a condition for enabling access to the user data. 

26. A computei/system as recited in claim 22, wherein: 

the smart carckstores a passcode and a private key of a public/private key 

pair; / 

the datamiemory stores a public key of the public/private key pair; and 
theismart card is configured to authenticate a user-supplied passcode 

entereckmto the computer as a condition for enabling access to the private key and 

to authenticate the public key from the data memory using the private key as a 

condition for enabling access to the user data. 



27. A computer system, comprising: 

a computer having a PCMCIA device reader; 

a portable profile carrier to pert a user's profile for configuration of the 
computer, the profile carrier having a form factor of a PCMCIA card to 
compatibly interface with the ^MCIA^device reader in the computer, the profile 
carrier comprising: 1/ 

(a) a storagexara associated with the user; 

(b) a storage card reader having an interface to communicate with 
the storage card and data memory to store the user's profile, the storage 
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card enabling access to the user data on the data memory of the storage 
card reader; 

wherein when the profile carrier is interfaced with/the computer via the 
PCMCIA device reader, the user's profile is accessible to/configure the computer. 

28. A computer system as recited in claipi 27, wherein the data memory 
comprises flash memory. 

29. A computer system as recitep in claim 27, wherein the storage card 
comprises a smart card. 

30. A computer systein a 7 s r<£&ted in cWim 29 5 wherein the smart card 



stores a passcode and is confi 



ivcd] to authenticate a user-supplied passcode 



entered into the computer as a/concfltion for enabling access to the user's profile. 



31. A computer system as recited in claim 29, wherein: 
the smart card stores a first key; 

the storage 9ard reader stores a second key that is associated with the first 
key; and 

the smaft card is configured to authenticate the second key passed in from 
the storage /ard reader using the first key as a condition for enabling access to the 
user's profile. 
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pair; 



and 



32. A computer system as recited in claim 29, whereim 
the smart card stores a passcode and a private key of A public/private key 

the storage card reader stores a public key of me public/private key pair; 



the smart card is configured to authenticate a user-supplied passcode 
entered into the computer as a condition for enabling access to the private key and 
to authenticate the public key passecMn ^om the storage card reader using the 
private key as a condition for enabling access to the' user's profile. 




33. A method for porting a user profile for a computer, comprising: 
storing a user profile in ^ata s n/emory of a card secured profile carrier, the 
card secured profile carrier living a reader component with a form factor of a 
PCMCIA card that is equipped with the data memory and a card component that 
selectively enables access to the user profile in the data memory when interfaced 
with the reader component; 

interfacing the card component with the reader component to form the card 
secured profile carrier; 

interfacing the card secured profile carrier with the computer; and 
reading the user profile from the data memory for use in configuring the 
computer. 
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34. A method as recited in claim 33, further coirfprising interfacing the 
card secured profile carrier with a different second computer and reading the user 
profile from the data memory for use in configuring thpr second computer. 

35. A method comprising: 
storing user data in a card reader; 
storing access credentials on a storage/card, the access credentials enabling 

access to the user data stored on the card reader; 

interfacing the storage card with the card reader; and 

reading the access credentials fijom the storage card to enable access to the 
user data. 




36. A method comprising 
storing user data in mempry installed in a card reader; 
storing a reader-resident key in the memory of the card reader; 
storing a card-resident key on an IC (integrated circuit) card, the card- 
resident key corresponding to the reader-resident key; 
storing a passcode on the IC card; 
interfacing the 1^ card with the card reader; 

.. / 

receiving a user-entered passcode; 

permitting /use of the card-resident key following validation of the user- 
entered passcode with the passcode stored on the IC card; 

passinjg the reader-resident key from the card reader to the IC card; 

authenticating, at the IC card, the reader-resident key using the card- 
resident key; and 
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permitting access to the user data stored in the memory^ the card reader 
upon successful authentication of the reader-resident key. 



37. In a system having a computer with a PCMCIA device reader and a 
smart card secured profile carrier having a fonn factor of a PCMCIA card to 
compatibly interface with the PCMCIA device reader in the computer, the smart 




card secured profile carrier having^ membry 7 to store a user profile and a removable 
smart card, computer-readable / medi / resident on the profile carrier having 
executable instructions comprising: 

receiving a user-supplied pa^code from the computer; 
authenticating the user-supplied passcode with a passcode stored on the 
profile carrier; 

enabling access /o a private key on the profile carrier upon successful 



authentication of the user-supplied passcode; 
tuig 



authenticating a public key associated with the memory using the private 
key; and 

enabling access to the user profile in the memory upon successful 
authentication of the public key. 
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38. In a system having a computer with a PCMCIA/device reader and a 
smart card secured profile carrier having a form factor/of a PCMCIA card to 
compatibly interface with the PCMCIA device reader/in the computer, the smart 
card secured profile carrier having memory to store/a user profile and a removable 
smart card, computer-readable media /at the/ smart card having executable 
instructions comprising: / vJ 

receiving a user-supplied passcode ^p^^the^>mputer; 

authenticating the user-supplied^gj/sscode with a passcode stored on the 
smart card; / 

enabling access to a private key on the smart card upon successful 
authentication of the user-supplied passcode; 

receiving a public key from the memory; 

authenticating ther public key using the private key; and 

enabling access to the user profile in the memory of the profile carrier upon 
successful authentication of the public key. 
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